CONG TY CO PHAN CONG HOA XA HOI CHU NGHIA VIET NAM

THUY DPIEN CAN DPON Poc lap - Ty do - Hanh phic
sé: £3./CV-CT-KTCN Binh Phudre, ngay @4.thdng 8 nam 2024

V/v béo gi4 thiét bi va dich vu
kg thudt stra chira, thay thé hé
thong DCS NMTD Cén Don

Kinh gtri: Quy Cong ty va cac nha cung cép ¢ quan tam.
Cong ty cd phan thily dién Can Don xin giri Quy don vi 15i chao trdn trong va hop
tac.
~ Cancu nhu cdu l4p du toan stra chita, thay thé hé théng DCS nha may thiy dién
Céan Don,

Congty cb phé‘u} thiy dién Can Don & nghi Quy don vi quan tdm tham gia khao sat
va chao gia chi phi th\iét bi va dich vu k¥ thuat hang muc sita chira, thay thé hé thong DCS
nha may thiy dién Can Don nhu sau:

1. Tén hang hoa, dich vu sb lwong, quy cach: (nhu phu luc 01 kém theo).
2. Chit lwong, nguf‘m gbc, xuit xi:

- Hang hoa phai madi 100%, chua qua sir dung, ding quy cach, ky ma hiéu, dap ung
ding yéu cau ky thuat. Hang hoa cung cap ¢6 ngudn goc, xuat x o rang, hop phép, c6
gifly to chitng minh ngudn goc, xuat xur va chét lugng san pham khi giao hang.

- Thiét bi va dich vu k¥ thuét bdo gid phai ddp Gng co ban cac thong tin mo ta
phuong 4n k¥ thuat néu tai phy luc 02 dinh kem.

- Nha thiu c6 thé chao gi4 giai phap thay thé hodc chao gia thiét bi tuong duong.

3. Yéu cu:

_ Céc béo gid ciia cic nha cung cép dugc ghi 1o rang, day du thong tin nhu: tén thiét
bi, thong sb k¥ thuat, ma hiéu san phém, hang san Xuét, Xuat xit, cac diéu kién throng mai,
vén chuyén, 1&p dat, cai dat, tich hop hé thong, bao hanh, hd tro bao tri, thué va céc loai
phi di kém (néu c6) va co kém theo cic tai lidu ching nhén quan hé dbi tac vdi nha san

r r

xuét thiét bi (gidy phép ban hang, gidy ty quyén hodc tai liéu khac c6 gié tri trong duong).

- Luu y: Béo gi4 phéi do dai dién hop phap cta nha cung cép ky tén va dong dau,
truong hop ky thay thi ngudi ky phai dugc ty quyén cua ngudi dai dién hop phap ctia nha
cung cip kém theo gidy uy quyen, quyét dinh giao viéc hodc van ban tuong duong.

- Béo gi4 giri thu chuyén phét nhanh hodc ndp truc tiép (c6 Email kém theo) tai:
Phong Ky thuat Cong nghé - Cong ty ¢b phan thity dién Cén Pon.

+ Pia chi: Ap Thanh Thuy, TT Thanh Binh, H Bu Dép, T Binh Phude.

+ Dién thoai: 0271.3563359.

+ Email: kythuatcandon@gmail.com.

+ C4n bd phu trach: Nguyén Duc Cudng, DT: 0976153510.

+ Thoi gian nhén béo gid cham nhét trude 16h00 ngay.< 1./8/2024.




Céng ty c6 phén thity dién Can Pon mong nhéin dugc su quan tdm, hop tac cia cac
Quy don vi.

Trén trong./.
Noi nhin:
- Nhu trén;
- Trang Web/Cén Pon (Ding tai)
- Luu: KTCN, TCHC, KTKH.

TONG GIAM POC

CO PHAN
THUY BIEN



PHU LUC 01: YEU CAU BAO GIA

Sira chira, thay thé hé théng DCS nha may thiy dién Cén Pon

(Dinh kém cong van s6 ..82./CV-CT-KTCN ngay .d4théng 8 ndm 2024)
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Giao dién van hanh

Céac may tram

Ll

May tram lich st - MHYST_1

maxSTATION - Historian with Keyboard and
mouse, With Win 10 Operating System
Microsoft Windows® 10 IoT Enterprise LTSC
64-bit, latest version approved by Valmet, Xeon
Processor, 12 core, 32 GB., HDD 512GB
SATA Class 20 Solid State Drive + 1 TB
SATA

01

1.2

May tram k§ thudt - MIENG_1

Engineering maxSTATION - with Keyboard
and mouse, With Win Server 2019 Operating
System 64-bit, latest version approved by
Valmet, Xeon Processor

12 core, 32 GB, HDD 512GB SATA Class 20
Solid State Drive

01

13

May tram v4n hanh - MOPER_1, 10PER 1,
20PER_1

maxSTATION - Opr with Keyboard and
mouse, With Win 10 Operating System
Microsoft Windows® 10 IoT Enterprise LTSC
64-bit, latest version approved by Valmet,
Xeon Processor, 8 core, 16 GB, HDD 512GB
SATA Class 20 Solid State Drive

03

1.4

May tram Gateway - OPC IEC

OPC_IEC maxSTATION - with Keyboard and
mouse, With Win 10 Operating System
Microsoft Windows® 10 IoT Enterprise LTSC
64-bit, latest version approved by Valmet Xeon
Processor, Minimum 8 core, 16 GB, HDD
512GB SATA Class ?0 Solid State Drive

02

Phin mém bin quyén
Software Licenses — Valmet

2.1

MENG 1=VET

01

2.2

MOPER 1 = VSOFT

01

23

MHIST 1= VS (historian 10,000 pointsmaximum)

01

2.4

10PER 1=VSOFT

01

2.5

20PER 1= VSOFT

01

2.6

OPC IEC = OSOFT

02

A3

Phin ciing maxDNA — B§ di¢u khién
maxDNA Hardware — Controller

DPU pontTQller
Bb diéu khién DPU

3.1

DPUMR?2 Process Controller Primary
B6 didu khién DPUMR?2 Primary

02

3.2

Bb dieu khién DPUMR?2 Secondary

02
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DPUMR?2 Process Controller w/ Backup Cable
Secondary

33

B9 dieu khién DPUMR2 Primary v&i IRIG
DPUMR2 Process Controller with IRIG
Primary

01

34

B¢ dieu khién DPUMR2 véi IRIG & cép Backup
DPUMR?2 Process Controller w/ &IRIG &
w/Backup Cable

01

3:5

Khung maxPAC 10
maxPAC IO Chasis

06

3.6

DPau nbi cudi 10
10 Terminator

03

Vit tu khac

Céu déu, ro le trung gian, cac thidt bi phu tro khéc
néu can thiét

01

Phin cing mang maxDNA - maxNet
maxDNA Hardware — maxNET

Phan cimg maxNet
maxNet HW

4.1

Switch
Switch, 24 10BT/100BTX 240 VAC

04

4.2

Cap Ethernet
Ethernet 100Base-T pair cable (Plenium) - rollwith
connector

01

4.3

B0 chuyén dbi quang
FOC Converter - Multimode . Converter to be
replaced at both end.)

04

4.4

Cap quang

FO cable / network cable, if required to be
replaced (Multimode), including laying, splicing,
termination etc (200Mtr)

01

4.5

Switch cho Gateway

02

4.6

Router(bao gom firewall)

02

A.S

Dich vu k¥ thuit In-House
In-House Services and engineering

51

Quén Iy du 4n diéu phéi céc hoat dong
Project Management for Coordination of
Project Activities

Goi

01

5.4

K§ thuat hé thong cho mua sim vét tu va phin
mém

System Engineering for Material and Software
Procurement and system initialization.

Goi

01

5.3

Cai dat phén mém va may tram mai
Installation of software in new Workstations
with Win 10 and maxDNA Version 7.X (or latest)

Goi

01

54

Lip dit phan ctrng va kiém tra

Goi

01

33

Tich hop hé thong va tai Umg dung
Engineering Application loading and system
Integration

Goi

01

5.6

Kiém tra chuyén céu hinh k¥ thuat va phan cimg
Hardware and Engineering configuration migration
Verification at Valmet Mumbai

Gai

01

Sl

Céu hinh diém OPC cho giao tiép IEC

Goi

01




Configuration of OPC points for [EC
Communication

5.8

K3 thuét lap trinh két ndi IEC véi dau DCS
Engineering of IEC communication points at
DCS end

Goi

01

5.9

Thir nghiém noi bd va chuyén hang
Internal Testing and shipping

Goi

01

5.10

Déng goi hé thong
System Dis-Integration- Packing and Shipping

Goi

01

A.6

Thir nghiém wng dung tai Mumbai
Engineering Application Test (EAT) in Mumbai
- Option

6.1

Kiém tra hé thong tai Mumbai

Joint Verification of Migration of Engineering
application and HW verification of material
supplied from Mumbai supply center to gether with
customer at Valmet Mumbai (Only HMI

and Switch)

Goi——

01

A7

Lap dit tai hién trudng va nghiém thu
Site installation and commissioning

Goi

01

7.1

Thao cac vat tu, phu kién cli
Dismantling of existing old material

Goi

01

7.2

Thao d& cac may tram hién hiru va céc thiét bi
Dismantling of existing Workstations and
other material

Goi

01

7

Lap d4t may tram moi
Installation of new maxStation

Goi

01

7.4

Lip dat cac vét tu phu kién méi
Installation of new materials - components

Goi

01

75

Cai dit phan mém trén may tram mdi
Installation of software in new Workstations
supplied by customer with maxDNA Version
7.X (or latest) for Win 10 Station

Goi

01

7.6

Thir nghiém cac I/O
1/O testing after installation

Géi

01

.7

Lap dit va cai dat may tram Gateway IEC
Installation of IEC gateway at site

Go1

01

7.8

Dich vu khéi dong cac mdy tram
Startup services of new maxStation

Goi

01

1.9

Lép dat switch maxNet/ FOC
Installation of maxNET Switches / FOC converter

Goi

01

7.10

Lap dit cap quang va cap mang
Laying of Fiber optic cable and Network Cable

Goi

01

7.11

Tich hop hé thong
System Integration.

Goi

01

7.12

Thir nghiém cac diém IEC gilta hé thdng maxDNA
va [EC gateway

Testing of IEC points between maxDNA system
and JEC gateway through OPC.

Goi

01

A8

Pao tao vén hanh
Site Operator Training

8.1

Céac tinh ting moi
New System Feature and Cyber Security Training
to operators at site

Goi

01
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A.8 | Bido mit
1 Béao mat co ban Géi 01
Cyber Security - Base Option includes
8.1 | Patch Management — WSUS (Windows server 34
Update Service) o il
pdate
8.2 | Windows Defender — Antivirus Goi 01
8.3 | Application WhiteListing — AppLocker —
Application Restriction Policy Géi 01
Application WhiteListing — AppLocker —
Application Restriction Policy
8.4 | Windows Hardening as per unclassified "
sty P Géi 01




PHU LUC 02
vEU CAU KY THUAT SUA CHUA THAY THE HE THONG DCS
(METSO) NHA MAY THUY DIEN CAN PON
(Kém theo cong van 56 ...23./CV-CT-KTCN ngay .04 thang 8 nam 2024)

I. Hién trang hé thong DCS (METSO):

1. Mo ta chung

Nha may thay dién Cén Pon cdng suit 2x38,8 MW, dugc thi cong xdy dung hoan
thién nam 2004 v&i hé thdng diéu khién phén tan DCS (Distributed Processing Units-DPUs)
la MaxDNA. Hé théng didu khién MaxDNA duoc san xut boinha ché tao Metso Automation
(nay 1a Vamet Automation) chay trén nén hé diéu hanh Windowns 2000 va sur dung bd didu
Kkhién Controller DPU 4E, véi cac ngd vao ra MaxPAC Input/Output (Chwa c6 tich hop Scada
theo quy dinh hi¢n hanh). Tuy nhién thoi gian gin ddy hé théng DCS ciia nha mAy xuat hién
nhidu su ¢b nhu: Hién tuong treo may tinh trung tam, chuong trinh phén mém bi 16i, 01 DPU
bi hu héng ning khong phuc hdi duoc nén khong c6 DPU du phong va ¢ nguy co cao su ch
dAn dén anh huéng van hanh céc tb mdy, mét nhiéu thoi gian khic phuc.

Nhing vin @& phat sinh theo thoi gian khi van hanh hé théng MaxDNA (cii) hién tai
ctia Nha may: Khong co san phérn thay thé khi xay ra su cb voi phﬁn cung hay phé‘m mém vi
s h tro tir nha san xuét cho phién ban cli dd ngimg cung cAp; May tinh trén thi trudng hién
nay thiét ké, sir dung bo mach chi (mainboard/motherboard) khong tuong thich véi hé diéu
hanh Windowns 2000, nén khong thé mua sim nang cip may tinh diéu khién, giam sat (HMI)
khi xay ra héng hoc. Diéu nay sé dén dén nhiéu rdi ro cho qua trinh véan hanh.

2. Sw cén thiét viéc ning cip hé théng DCS NMTD Cin Pon:

Nhur d3 noi & trén thoi gian gan day hé théng DCS clia nha méy xuét hién nhiéu sy ¢b
nhu: Hién tuong treo may tinh trung tim, chuong trinh phin mém bi 161, 01 DPU bj hu héng
ning khong phuc hdi dwoc nén khong ¢6 DPU du phong va c6 nguy co €ao X4y ra su cb din
dén anh hudng qua trinh vén hanh cac td may, mét nhiéu thoi gian khic phuc...

Viéc ning cip hé théng MaxDNA (trong dé c6 tinh todn dén cdu hinh mo rong dé
néng cap hé théng Scada sau ndy) cho nha méy thiy dién Cén Pon, khong chi 1am tang kha
ning hoat dong, hiéu qua, tin cdy ma con dam bao dua cong nghé k¥ thuét méi, hién dai, tuén
thi céc quy dinh cta phép ludt hién hanh vao nha mdy ma khong phai thay thé toan bd phan
cing hay phén mém.

Pdng thoi mot sb thiét bi nhu b Card truyén thong, DPU 4E da 13i thovi va hién da hét
hang du trit, thay thé, hang Valmet cling da ding san xuit vi khong con nha cung chp nao
cung cép cac linh kién va chip phu hop cho san phdm. Do d6 san phim nay hién cling khong
thé stra chita duoc vi khong con linh kién pht hop. Khi tién hanh thay thé bo card truyén
théng va 3 cip DPU 4E bang 01 b¢ card truyén thong méi va 3 cip DPU MR s& dam bao viée
nang cép dugc dong bo.

Ngoai ra viéc ning cép hé théng DCS con ¢6 tac dung kéo dai tudi tho cta toan hé
théng trong nha may, dong thoi giai quyét vén dé an ninh mang may tinh vi loi ich chung ctua
don vi, viéc nang cép an ninh mang s& h6 trg an toan cho hé théng MaxDNA hoat dong tin
cdy trén cac mdy chu hoat dong voi hé diéu hanh mé&i (Windows 10).

IL Yéu cAu va giai phap ning cip hé théng DCS:
1. Yéu ciu ky thuét chung ciia viéc ning cap:

- Muc tiéu cua viéc nang cép nay la dé thay thé cac thiét bi phén cung, ph.':fm mém hé
théng DCS nham dam bao hé théng vén hanh 6n dinh, tin cdy cling nhu dam bao viéc cung
cAp phu ting va dich vu tot hon.
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Mot s6 muc tiéu cia viéc néng cap:

- Pam bao van hanh tin ciy — han ché rui ro gian doan san xuét.

- San phim nang cip m&i véi cac dic tinh tt hon.

- Gift nguyén toan cu hinh (Confi guration) chuong trinh diéu khién.

Phan cimg: Card I/O, cac ngd ra vao, ti dién duoc gilr lai nhw ci.

Cho phép m& rong trong tuong lai: Nang cap nay s€ la nén tang cho viéc néng cép
hé thong Scada va thay thé Card I/O trong gian doan tiép theo néu c6 nhu ciu, ma khong anh
huéng cdu hinh, phién ban hién hanh (da thay thé 1an nay).

- Dua trén hién trang thuc té, dé xuat thuc hién theo huéng ning cz"ip toan dién cac may
tram Workstation bao gom ca phan ctmg va phan mém (hé diéu hanh Microsoft Windows
phién ban méi nhét; Thay thé bo diéu khlen xu ly DCS bang DPU-MR méi nhét va phin mén
MaxDNA phién ban méi nhat; Nang cép cau triic mang tc do cao.

- Loai bd hé théng giao thirc va phin cimg cii (131 thoi). Loai bo nhirng rui ro tir nhiing
16i ngau nhién gay ra cho hé thong tir d6 tang do tin céy cho toan bo hé théng. Tang vong doi
clia san phdm gitip giam thiéu tdi da viéc dimg hé théng dé bao dudng qua dé ting hiéu qua
trong van hanh nha may.

- Cung c4p cho ngudi vin hanh mot mdi truong van hanh tin cdy véi nhimg dic diém
an ninh c6 san. Dua theo tiéu chuin an ninh IEC 62351-8 hé théng m&i c6 thé dinh nghia
quyén va vai trd ciia timg tai khoan ngudi ding.

-La co s @é chuyén dbi giao thirc truyén théng SCADA tir IEC-60870-5-101 1én giao
thirc truyén thong IEC-60870-5-104 (Quy dinh yéu ciu k§ thuat va van hanh hé thong theo
Quyét dinh 55 cia Cuc diéu tiét dién luc).

2. Pham vi ning cip:

- Viéc ning cap hé théng DCS phai dap img yeu cau doéng bd véi viéc ning cép hé
théng Scada (hé théng Scada s& dugc nang cip trong giai doan t6i);

- Néng cép phan cimg HMI va phén mém;

- Thay thé b6 didu khién DPU 4E sang DPU-MR (Mdi nht). |

- Thay thé chuyén mach mang téc d6 100/1000Mbps- cling véi DPU. Vi toc d6 truyén
thong tin hién tai chi dat 10Mbps.

- Cac b I/0, ta dién, hé théng va céac bang hién thi hién tai s& duoc giit lai

3. Pham vi cong viéc:

3.1. Yéu ciu vé ciu hinh hé théng:




Proposed for upgrade maxDNA DCS System Layout for Can Don Hydropower Plant 2 x 38.8 MW

Main Control Room i | Unit # Control i
MENG_1 MOPER_1 MHIST_1 ‘ ¢ 10PER_1 20PER_1 i i
Replacement - Customer VETAQ va vs04 | { v4 |
scope — —— | |

Color Dot Matrix a8
Printer Printer —

srauy

s

i e ) s w

2 Pair of Network Swijches s |

maxNET l l | l i

= i } et

£ DPU_148 i DPU_132 % DPU_134

| & T
= i
o B
o ; | Tuces tvcew ;.  2UcBN3 2uceod
R ‘ff“_‘_“f!]_ mﬁnﬁcﬂﬁhf'{ = i, Existing maxDNA Cabinels ./ Existing maxDNA Cabinels” W
NOTE:-
1, All maxSTATION ‘S Hardware to be upgraded and Operating System Microsoft Windows® 10 10T Enterprise LTSB 64-bit.
2. Suggest to replace all DPU 4E Contraliers to DPU-MR. «
3, Network Switch (10 MBPS) to be replaced with 100 MBPS Cisco Switch. Valmet F

! 4, maxSTATION Dongles [Version 3.X) to retuned to Valmet and replaced with WIN 10 dongles (version 7.X).

- Nang cip phé.n ctrng cho tit ca cic may tram maxSTATION dé chay trén nén tang
hé didu hanh Microsoft Windows 10 IoT Enterprise LTSB 64 bit (Tdng sb 5 may tram, 2 may
cho 2 tb va 3 may cho phong didu khién trung tam), phin mém maxStation phién ban 7.X
trén nén Win 10. TAt ca cic may tram déu c6 chirc ning van hanh, cu thé nhu sau:

a. Nang cip may tram.

+ 03 may tram van hanh- Operaor Station.

+ 01 mdy van hanh va lich stt- Operation + History Station (khoéng du phong).
+ 01 mdy vén hanh va Engineering- Operation + Engineering.

b. Nang cip phén truyén thong gitra phong didu khién trung tAm véi cac td may.
+ 04 cap chuyén mach Network Swich 24 cbng tbc dd 100Mbps (cép quang).

¢. Nang cAp DPU diéu khién va xir ly dif liéu.

+01 cap MDPU_0 - Diéu khién chung loai: DPU MR v6i IRIG B,

+0lcap DPU _01 - T mdy 1; logi: DPU MR

+01 cap DPU _ 011 T6 may 2; Loai: DPUMR.

3.2. Yéu ciu vé ning cip phin ciing va phin mém:
Thiét bi Phién Phién bén néng cap
ban hiéntai (Cé ban quyén)

Engineering cum Operator version 3.2, | Nang chp maxDNA 1én phién ban 7.X trén
Station Windows nén Windows 10 IOT Enterprise
(MENG_1) 2000 LTSB 64-Bit OS.




maxSTORIAN cum version 3.2, | Néang cap maxDNA 1én phién ban 7.X trén

operator Station Windows nén Windows 10 IOT Enterprise LTSB 64-
(MHIST_1) 2000 Bit OS.

Operator Station (MOPER_1, | version3.2, | Néng cip maxDNA 1én phién ban 7.X trén
10PER 1, Windows nén Windows 10 IOT Enterprise LTSB 64-
20PER 1) 2000 BitOS.

Network Switch Cisco Méy tram méinhat va bo xir Iy diéu

khién doi hoi téc d6 Uplink tir
100Mbpstéi 1GBps. Nang cép 1én

chuyén mach Cisco Switch dé hd tro téc
d5 100/1000Mbps. Pdéng thoi thay thé
chuyén déi quang dién FOC dé dap tmgtéc
d6 100/1000Mbps. Cap quang

hién hitu.
Controller DPU 4E Nang cap 1én DPU-MR(m&1 nhat).
(2.MDPU_0) Version
(2.DPU_01) CPVer:
(2.DPU_011) 32
IOM Ver.2
CPLD Ver. 5

IIL Tiéu chuén 4p dung va chit lwgng san phim:
1. Tiéu chuén 4p dung:

« IEC 60068: Environmental testing;

« IEC61131: Programmable Controllers;

« IEC 61131-based controller that can control ... against restarts (to IEC 81508) as well
as Profisafe communications

«  TCXDVN 263: Tiéu chudn lap dat cap va ddy dan dién cho cac cong trinh c6ng nghiép.
2. Yéu chu vé chit lwong:
! 2.1. Hang hoa {néi 100%, chua qua su d},lng, duoc san xuét tir ndm 2023 trd vé sau, co
day da ching chi xuat xit (CO), chirng chi chét luong (CQ);
3. Tai liéu k¥ thuat:
- Ngon ngir sir dung trong tai li¢u:
Toan bd tai liéu thiét bi sir dung ngdn ngi bing tiéng Anh hoic tiéng Viét.




